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Main topics and concepts of ProDaBi

Data Data Epistemic Machine
Exploration  Awareness | Programming | Learning

Computational Essays;
Reproducible and
explained Data Analysis
and Al
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Context

Project Course 12

Data Project Topic

JIM-Data (CODAP)

Introduction to Python

Data Exploration (JN)

Decision Trees

Neural Nets

Project

Carsten Schulte und Lukas Hoper

Modules 8-10 Modules 5/6

JIM-Data

(CODAP) Decision Trees

& Data Cards

Data Exploration
(JN, Arduino)

Decision Trees ?rade7

nistry

(CODAP, JN)
Awareness

Data Awareness
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ProDaBi material in different grades

4 )

Data Science in grade 12
Yearlong ,project course”

Data Science in grade 8 to 10 \—/liﬁ

5 teaching modules + PD courses for

teachers
\_
, B

Data Science in grade 5 and 6
2 teaching modules

. J
Carsten Schulte und Lukas Hoper 7
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Teaching unit:
Cellular network and collection of location data

(old version)

Carsten Schulte und Lukas Hoper 8
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Privacy & the Mobile Phone Network

~ understanding digital artifacts
~ learning computer science (here e.g. informatics systems, protocols)
~ include societal impact (here e.g. privacy, data retention)

-> Does a data driven / data science education perspective
change something?

Carsten Schulte und Lukas Hoper 9
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The ‘old’ teaching unit

Carsten Schulte und Lukas Hoper 10
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The ‘old’ teaching unit

Home Location

Register (HLR}
@ Internet

Mobile switching e
E SUNG

Festnetz

center (MSC)
Funkzelle

- Funkzelle

‘ﬂ

Basisstation &
Sendemast
Basisstation &
Sendemast

Base Station Controller (BSC)

Funkzelle
Funkzelle i
. Funkzelle © | Funkzelle
: | Basisstation & ' Basisstation &
Basisstation & —Sendemast :::I:::-:o‘n & _Sendemast
! _Sendemast ' —rndemel

https://git.imp.fu-berlin.de/ddi/unterrichtsmodellmobilfunknetz/-/blob/master/PhaseEins/Gruppenpuzzle/1-
Netzstrukturpuzzle-Musterl%C3%B6sung.pdf

Carsten Schulte und Lukas Hoper 12
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The ‘old’ teaching unit

Basisstation

Funktion:
- empfingt

Ligfert:
- geographische Standortsdaten
- leltet Auftrag welter

]

Bob Mobil

Bekommt!
- Auftrag

Liefert:

- Kennung

- Codierung des Auftrags

- Telefonnummer von ok
- Telefonnummaer von Alice
- Standort

Auftrag: Bob ruft Alice an

Vermittlungsstelle

Funktion:
‘Weiterletung/Vermittiung der Nutzer
- dient dem Verbindungsaufoau

Bekommt, speichert:
- Xennung des Senders
- Nummer des Senders
- Nummer des Empfangers
- Standort des Senders [Kennung der
Beaslsstetion)

https://github.com/BastiSeitz/Ortshezogene-Daten-im-

Mobilfunknetz/blob/master/Lernabschnitt%201%20Struktur%20und%20F unktion%20des%20Mobilfunknetzes/Material%20und%20Hinweise %20z ur%20Unterrichtsdurchf

%C3%BChrung/Tafelbild.pdf

Carsten Schulte und Lukas Hoper

Legende Sendewege:
1. uber Funkwellen
2. per Kabel
2. perKabel

4. uber Funkwellen

]

Basisstation

Funktion:
- codisrte Nachricht weiterisiten
- kontaktiert grwiinschtes Handy

<]

Alice Mobil
Bekommt: - digitsles Signz|

Ligfert: - Decodierung des Siznals

Deutsche
Telekam
Stiftung

13
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Betrayed by our own data

Mobile phones are tracking devices that reveal much about our lives. One
I look at our interactive map of data provided by the Green party politician

Malte Spitz shows why.

- \Von Kai Biermann

Al

10. Marz 2011, 17:09 Uhr / 2 Kommentare

e dhe Rarlin
https://lwww.zeit. de/d|g|taI/datenschutz/2011 -03/data-protection-malte-spitz

Carsten Schulte und Lukas Hoper
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The ‘old’ teaching unit

Ml.Lab
Freie Universitat Berlin

Project Profiler-Teams

Wir haben einen Mobilfunkdatensatz einer Person erhalten. Dieser erstreckt sich Gber den Zeitraum
eines halben Jahres. Eure Aufgabe ist es in 3er Gruppen ein Profil dieser Person zu erstellen! Eurer

Kreativitat sind dabei keine Grenzen gesetzt!

Aufgabe: Das Profil der Person soll von Ihnen als Plakat angefertigt werden. Am Ende
des Profiler-Projects miissen Sie ihr erstelltes Profil der Person prdsentieren.

Folgendes bevor Sie mit Hilfe von Processing das ,,profilen” beginnen:

Carsten Schulte und Lukas Hoper 15
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Self-determinism in the digital age
Companies don't have to store all the data sck our ives,

Entscheidé Q Like (52K)

"Was sich aus unseren Einkaufen

2014). http://crackedlabs.org/sttYOUr phone company is watching

What kind of data is your cell phone company collecting? Malte Spitz wasn't too worried when he asked
his operator in Germany to share information stored about him. Multiple unanswered requests and a
lawsuit later, Spitz received 35,830 lines of code -- a detailed, nearly minute-by-minute account of half
a year of his life.

Carsten Schulte und Lukas Hoper

Deutsche
Telekam
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Privacy & the Mobile Phone Network

~ understanding digital artifacts
~ learning computer science (here e.g. informatics systems, protocols)
~ include societal impact (here e.g. privacy, data retention)

? Focus on threats in the old teaching unit & implicitly maybe teaching students
how to behave instead of giving them tool to develop an informed opinion?

-> Does a data driven / data science education perspective
change something?

Carsten Schulte und Lukas Hoper 17
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The ‘old’ teaching unit

Home Location

Register (HLR}
@ Internet

Mobile switching e
E SUNG

Festnetz

center (MSC)
Funkzelle

- Funkzelle

‘ﬂ

Basisstation &
Sendemast
Basisstation &
Sendemast

Base Station Controller (BSC)

Funkzelle
Funkzelle i
. Funkzelle © | Funkzelle
: | Basisstation & ' Basisstation &
Basisstation & —Sendemast :::I:::-:o‘n & _Sendemast
! _Sendemast ' —rndemel

https://git.imp.fu-berlin.de/ddi/unterrichtsmodellmobilfunknetz/-/blob/master/PhaseEins/Gruppenpuzzle/1-
Netzstrukturpuzzle-Musterl%C3%B6sung.pdf

Carsten Schulte und Lukas Hoper 18
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Auftrag: Bob ruft Alice an

Vermittlungsstelle Legende Sendewege:
Funktion:
. uber Funkwell
Waeiterletung/NVermittlung der Nutzer L. uber Funkavelen
= Vi n
dient dem Verbindungsaufoau 2. perKabel
Bekomme, speichert: 3. perKabel
- Xannung des Senders
- Nummer des Senders 4. uber Funkwellen
- Nummer des Empfangers
Basisstation - Standort des Senders [Kennung der
Basisstation)
Funktion:
- emphingt 3
Ligfert: N N
- geographische Standortsdatan Basisstation
- leltet Auftrag welter
Funktion:

- codisrte Nachricht weiterlsiten
- kontaktiert gewiinschtes Handy

]

<]

Bob Mobil

Bekommt:
- Auftrag Alice Mobil

Liefert: Bekommt: - digitsles Signa|
- Kennung

- Codierung des Auftrags

- Telefonnummer von ok
- Telefonnummaer von Alice
- Standort

Ligfert: - Decodierung des Siznals

https://github.com/BastiSeitz/Ortshezogene-Daten-im-
Mobilfunknetz/blob/master/Lernabschnitt%201%20Struktur%20und%20F unktion%20des%20Mobilfunknetzes/Material %20und%20Hinweise %20zur%20Unterrichtsdurchf

%C3pEfNenGLHeEdRId Lukas Hoper
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Betrayed by our own data

Mobile phones are tracking devices that reveal much about our lives. One
I look at our interactive map of data provided by the Green party politician

Malte Spitz shows why.

- \Von Kai Biermann

Al

10. Marz 2011, 17:09 Uhr / 2 Kommentare

e dhe Rarlin
https://lwww.zeit. de/d|g|taI/datenschutz/2011 -03/data-protection-malte-spitz

Carsten Schulte und Lukas Hoper
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The ‘old’ teaching unit

Ml.Lab
Freie Universitat Berlin

Project Profiler-Teams

Wir haben einen Mobilfunkdatensatz einer Person erhalten. Dieser erstreckt sich Gber den Zeitraum
eines halben Jahres. Eure Aufgabe ist es in 3er Gruppen ein Profil dieser Person zu erstellen! Eurer

Kreativitat sind dabei keine Grenzen gesetzt!

Aufgabe: Das Profil der Person soll von Ihnen als Plakat angefertigt werden. Am Ende
des Profiler-Projects miissen Sie ihr erstelltes Profil der Person prdsentieren.

Folgendes bevor Sie mit Hilfe von Processing das ,,profilen” beginnen:

Carsten Schulte und Lukas Hoper 21
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Self-determinism in the digital age
Companies don't have to store all the data sck our ives,

Entscheidé Q Like (52K)

"Was sich aus unseren Einkaufen

2014). http://crackedlabs.org/sttYOUr phone company is watching

What kind of data is your cell phone company collecting? Malte Spitz wasn't too worried when he asked
his operator in Germany to share information stored about him. Multiple unanswered requests and a
lawsuit later, Spitz received 35,830 lines of code -- a detailed, nearly minute-by-minute account of half
a year of his life.

Carsten Schulte und Lukas Hoper
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Privacy & the Mobile Phone Network

~ understanding digital artifacts
~ learning computer science (here e.g. informatics systems, protocols)
~ include societal impact (here e.g. privacy, data retention)

? Focus on threats in the old teaching unit & implicitly maybe teaching students
how to behave instead of giving them tool to develop an informed opinion?

-> Does a data driven / date science education perspective
change something?

Carsten Schulte und Lukas Hoper 23
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New accentuation of the teaching unit by aiming
fostering Data Awareness

New objective:

Raise awareness and sensitivity to the collection and processing of location data
in example of cellular network and additional contexts with collection and
processing of location data in students’ everyday lives

24

Carsten Schulte und Lukas Hoper
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Teaching unit:

Data Awareness by exploring
location data from cellular network

1st part:
Structure and functioning of
the cellular network

(Computing Classes in grade 5/6)

Carsten Schulte und Lukas Hoper

2 part:
exploration of given location
data

\

3 part:
additional contexts with
collection and processing of
location data

J

25
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Puzzle regarding the structure and the functioning of the cellular network

1st part:
Structure and functior
the cellular netwa

&

Example for
interaction:

Basisstation

Basisstation

|

How does the ceIIuIar network work and what data is explicitly and |mpI|C|tIy collected

during interaction with the cellular network (e.g., making phone calls)?

Activities:

1. Thought experiment for introduction in the interaction context + explanation video

2. Puzzle as a model of a cellular network and simulation of a phone call

3. Reconstruction of the data collection regarding the primary purpose of establish the

connection between two cellphones

Carsten Schulte und Lukas Hoper
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Filter the location data and explore them on the map

Locations in the time range: Location data with the following properties:
Time range: 8:00 to 12:00 o'clock
P D B' from: | From hour |
LL EAN?\EEngglw a l to: | 1o hou | Begin End Service infoutgoing Longitude Latitude
feiskd Ot Sciy oo wr Hi Plekg i der S Locations on the weekday: 0 31.080908:09 31.08.0908:09 GPRS ausgehend 13.383611 52.530000
1 31.08.0908:09 31.08.0908:15 GPRS ausgehend 13.374722 52.530278
Tagwahl: ‘ Choose a weekday ‘
( \ ( 2 31.08.0908:15 31.08.0908:39 GPRS ausgehend 13.374722 52.530278
Locations in the month: .
t Month choi... ‘Omosea"wtt ] 4304 13.02.1010:00 13.02.1010:10 GPRS ausgehend 13.404444 52.531667
1S part: Reset or apply the filters: 4305 13.02.1010:10 13.02.1010:10 GPRS ausgehend 13.404444 52.531667
Structure and func“onmg of expl 4306 13.02.1010:10 13.02.1010:13 GPRS ausgehend 13.404444 52.531667
the cellular network el
S IR 2 Xy

\_ J

Leading question: — N
Which insights about a person cangef  *& - -

Activities: \
1. Introduction in the given location |, ~“#*
location data from the cellular nef=.

Friedrichsh

~ 8 7' Speed O 20|
N N - -
i J Draw in all locations |

% py19ﬂ1|Mapdat (c) Oper StretMap !bmo's

2. Introduction in a process of explormg the data W|th the prowded web-application

3. Exploration of the location data within a web-application and create a profile of the
person

Carsten Schulte und Lukas Hoper 27
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3rd part:
st . nd .
Structure 1andpgjrrtllctionin of ex Ioratioﬁ ofpai\r/tén location additional contexts with
the cellular networkg g da?a collection and processing of
location data
~ J \- Y, - Y,

Leading question:
In which other contexts in our (students) everyday lives is location data collected and for
which purposes is it processed/used?

Activities:

1. Application of the insights about the collection and processing of location data to other
examples from students’ everyday lives

2. Assess the data collection and processing regarding this examples

=>» Applying the learnings regarding Data Awareness to additional examples from their
everyday lives

Carsten Schulte und Lukas Hoper 28
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Overview of this teaching unit

1st part:
Structure and functioning of
the cellular network

J

( )
2 part:
exploration of given location
data
g J

Deutsche
Telekam
Stiftung

\_

3 part:
additional contexts with
collection and processing of
location data

J

* Interaction between human and data-driven digital artifacts from students’

everyday lives

« Explicit and implicit data collection during this interaction examined
« Primary and secondary purposes for using and processing the collected data

examined and evaluated

» Application of students’ learnings to other contexts from students’ everyday
lives where location data is collected

Carsten Schulte und Lukas Hoper
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New accentuation of the teaching unit by aiming
fostering Data Awareness

New objective: Raise awareness and sensitivity to the collection and processing of location
data in example of cellular network and additional contexts with collection and processing
of location data

So what is new?

« Data collection should be viewed in a more differentiated way and more focused (focus
at the beginning is now no longer the architecture of the cellular network)

« Data processing has also primary purposes that is useful and good, so there are also
good purposes for processing and using collected personal data (besides sometimes
negatively connoted secondary purposes)

» Application of the learnings to other contexts from students’ everyday lives at the end

« Data Awareness also gives new terms that help as “tools” to describe, understand and
evaluate such examples

Carsten Schulte und Lukas Hoper 30
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Interactionfocused view on computing education

Carsten Schulte und Lukas Hoper 31
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Hybrid Interaction System

a The role of the human: “program or be programmed”

o The role of the artifact: replacement, augmentation, symbiosis

e The role of the hybrid system: shaping and being shaped

SCHULTE, Carsten and BUDDE, Lea, 2018. A Framework for Computing Education: Hybrid Interaction
System: The need for a bigger picture in computing education. In: 18th Koli Calling International 3 2

Conference on Computing Education Research (Koli Calling *18). Koli, Finland: ACM. 22 November 2018

Caqs?gel\rl]o%CZh&I%e und Lukas Hoper R. Biehler & C. Schulte
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Rationale

Machine Behaviour,
2019

Hybrid human-machine behaviour
Collective machine behaviour

Individual machine
behaviour

Fig. 4 | Scale of inquiry in the machine behaviour ecosystem. Al systems

represent the amalgamation of humans, data and algorithms. Each of

these domains influences the other in both well-understood and unknown

ways. Data—filtered through algorithms created by humans—influences
Rahwan, lyad ; Cebrian, Manuel ; Obradovich, Nick ; Bongard, Josh ; Bonnefon, Jean-
Frangois ; Breazeal, Cynthia ; Crandall, Jacob W. ; Christakis, Nicholas A. ; u. a.:
Machine behaviour. In: Nature Bd. 568 (2019), Nr. 7753, S. 477-486. — tex.ids=
Rahwan.2019, rahwanMachineBehaviour2019a

Carsten Schulte und Lukas Hoper
5 October 2021 Schulte / Fleischer / Hoper

Deutsche
Telekam
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al Thinking, 2006

tS”

Computati
“Ideas, no

P 1570 1950 D 1990 D 2000 2010 2020

WING, Jeanette M, 2006. Computational Thinking. Communications of ACM. March 2006.
Vol. 49, p. 33-35. DOI 10.1145/1118178.1118215.
p. 35

33
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Framework of Data Awareness

1. Introducing data-driven digital artifact and the interaction
between human and data-driven digital artifact

2. Data-driven version of Hybrid Interaction System for the
Framework of Data Awareness

3. Facets for fostering Data Awareness

4. Another example for a teaching unit on Data Awareness

Carsten Schulte und Lukas Hoper 34
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Google once
. .. ) provided the US

Example for data-driven digital artifact e,
such ML models

_ _ for military drones
Which data is collected?

The images selected by the user '

Select all images with

For what purpose these data is collected?
Distinguish between human and technology
and also train a ML model for image recognition

How does it look here?
Characteristic mouse movement of the user is
tracked for distinction

™

reCAPTCHA

Privacy - Terms

I'm not a robot

Carsten Schulte und Lukas Hoper 35
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What happens during interaction with data-driven
digital artifacts?

O
)

user

Interaction process

data-driven
digital artifact

Collection and processing
Carsten Schulte und Lukas Hoper of personal data 36




'L( PADERBORN | Pro s

UNIVERSITY o

Are school students already aware of this data
collection and processing? (rciated empirical studies)

Data collection:

m awareness and _ —GOOd awareness

understanding and understanding
(Bowler, 2017): (Keen, 2020): some of
(Pangrazio & Selwyn, 2020): don't know that data is them had ideas; some
know what personal data are and collected also about tracking
how it is collected
(Bucher, 2017): some social (Gabriele & Chiasson, 2020):
(Tedre et al., 2020): no media users know that data is only about fitness tracker
adequate understanding collected

N ) Seems to be not so

Processing and using collected data: good.

m awareness and _ —GOOd awaremess
understanding and understanding

(Bowler, 2017), (Keen, 2020), (Gabriele &  (Tedre et al., 2020): no
Chiasson, 2020): no ideas what happens ~ adequate understanding

after collection

Seems to be

. (Pangrazio & Selwyn, 2020): not good.
(Eslami et al, 2015): 62% were not aware  couldn’t describe implications
about usage of curation algorithms
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Interaction between human and data-driven digital
artifact

O

user

: processing How is
data-driven personal data

digital artifact collected?

Carsten Schulte und Lukas Hoper
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Collection of (personal) data

Taxonomy of collected data:

provided data is data which is created actively by the user Explicit data

observed data is data which is gathered by observation and Colecion

recording, and of which the user is not necessarily aware
derived data is data which is generated by processing of
existing data

inferred data is data which is generated by probability-
based analytically processing

(OECD, 2014)

Carsten Schulte und Lukas Hoper 39
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Interaction between human and data-driven digital
artifact

O
)

user

_D_ ( ‘ processing ( ‘

data-driven Explicit data collection: User’s action during the interaction aims to
dlgltﬂ' artifact create this data (e.g., posts of texts or images, search terms, ...).
Carsten Schulte und Lukas Hoper Implicit data collection: User’s action during the interaction aims to 40

do something (not create data) where data are collected incidentally.



'L( PADERBORN

UNIVERSITY

Interaction between human and data-driven digital
artifact

O
)

user
e
. processing
data-driven
digital artifact Data processing to get the output
(primary purposes) or for further M

Carsten Schulte und Lukas Hoper
purposes (secondary purposes)
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Interaction between human and data-driven digital
artifact

O
)

user
e
data-driven 2 ganger
digital artifact Data processing to get the output

(primary purposes) or for further 42

Carsten Schulte und Lukas Hoper
purposes (secondary purposes)
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Data-driven version of Hybrid Interaction System as
a model for the Framework of Data Awareness

Reflecting these processes
from a data-aware perspective

Primary and
secondary purposes

Interaction process

Using the data, information
and data modejs

user fia!ta-dri\{en Data pr. Ocessing with Information and data models
/ digital artifact ~— Data Moves or ML (e.g., digital doppelganger)

Explicit and implicit
data collection

Data awareness is the awareness of the explicit and implicit collection of personal data and its processing
and use for primary and secondary purposes during interactions with a data-driven digital artifact.
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Framework of Data Awareness

Data awareness is the awareness of the explicit and implicit collection of personal data and its processing
and use for primary and secondary purposes during interactions with a data-driven digital artifact.

Facets for fostering Data Awareness:

Exemplary context of interaction between human and data-driven digital artifact
Explicit and implicit data collection during this interaction

Primary and secondary purposes for using and processing the collected data
(If applicable) constructing a profile or digital doppelganger as a data model

el el

A4

Carsten Schulte und Lukas Hoper
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Projode Dk S

Steps of the teaching unit

Introduction into the
interaction context

Explicit and implicit
data collection

Primary Purpose for
using and processing

the data
(if applicable: profile)

Secondary purpose
for using and
processing the data

Application to other
contexts

Data Awareness by exploring
location data from cellular network

1st Part: structure and functioning of the

cellular network

2nd Part: exploration of given location
data

3rd Part: additional contexts with

collection and processing of location data

Example for
grades 5 and 6

Another example
for grades 8-10

45
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1st part:
Movie
recommendations
and data collection
by a streaming
service

Teaching unit 2:

Data Awareness by exploring

recommender systems

(Computing Classes in grades 8-10)

2 part:
structure and
functioning of a
movie recommender

Carsten Schulte und Lukas Hoper

system
\_ _J

3rd part:
secondary use of
collected data by a
streaming service

J

-

\

4% part:
additional contexts
with recommender

systems

~

J

46
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st .
1 pqrt. 2M part:
Movie
. structure and
recommendations

and data collection
by a streaming
service

movie recomme
system

Leading question:
What are movie recommendations, w
helpful and which data can a streami

Activities:

functioning of :

R
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vahl fiir Sie
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Source: Netflix

1. Problematisation with the example of the personalised Netflix start page

2. Recommendation game: Develo

ping the meaning of "movie recommendations” and

identifying helpful information for this purpose.
3. Interaction with a provided recommender system and reconstruction of explicit and
implicit data collection (within a Jupyter Notebook)
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Activities:
1. Reconstruction of a exemplary process of ¢ e
(step-by-step within a provided Jupyter Not
- personalised recommendations for the students on the basis of the students’
own rating data
- oriented to the k-nearest-neighbour method
- Explicit and implicit "rating” data used
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1st part:
Movie
recommendations
and data collection
by a streaming
service

2 part:
structure and
functioning of a
movie recommender
system

Leading question:

- J

\

3rd part:
secondary use of
collected data by a
streaming service

J

Deutsche
Telekam
Stiftung

N\

4% part:
additional contexts
with recommender

systems

What else could the personal data be used for in addition to the purpose of identifying
personalised movie recommendations?

Activities:

1. Role play on a fictional secondary use (secondary purpose) of the collected data in an

exemplary recommendation service: A proposal to improve the profit of a streaming
service is discussed in a head of department meeting ("personalised pay barrier").
2. Evaluation of the role play and assessment of the interaction system
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: functioning of a :
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: movie recommender . :
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service
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Leading question:
In what other contexts are recommender systems used and what data are collected there

and processed for what purposes?

Activities:

1. Reconstruction of interaction contexts from the students' everyday lives in which
recommender systems are used with regard to the facets of data awareness.

2. Presentations of the findings and evaluation of the data collection and processing in

the different contexts as well as in general

=>» Students apply their learnings to other contexts where recommender systems are used
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Overview of the teaching units on Data Awareness

Data Awareness by exploring Data Awareness by exploring
location data from cellular network recommender systems

Introduction into the . _
interaction context 1st Part: movie recommendations and

. S data collection by a streaming service
Explicit and implicit

. st . c .
data collection 1st Part: structure and functioning of the

cellular network
Primary Purpose for

using and processing
the data

(if applicable: profile)
Secondary purpose 2"d Part: exploration of given location

for using and data
processing the data

2nd Part: structure and functioning of a
movie recommender system

3rd Part: secondary use of collected data
by a streaming service

Application to other 3rd Part: additional contexts with 4t Part: additional contexts with
contexts collection and processing of location data recommender systems




Thank you very much
for your attention!
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